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Recap: week 6

1. Adversarial Defense
0 Early Defense Methods
Early Adversarial Training Methods

Advanced Adversarial Training Methods

O O 0O

Remaining Challenges and Recent Progress




Adversarial Attack Competition

RESULTS
I

xbhuang 10/17/23 0.5798 (1) 0.9528 (4) 0.4866 (7) View
2 liujiahao 16 10/17/23 0.5788 (2) 0.9406 (6) 0.4883 (5) View
3 zyhhaha 5 10/17/23 05772 (3) 0.9307 (7) 0.4888 (4) View
4  archen 4 10/13/23 0.5760 (4) 0.9406 (6) 0.4849 (9) View
5  SiyuanTang 3 10/16/23 0.5756 (5) 0.9010 (9) 04942 (2) View
6  jxzhou 15 10/17/23 0.5755 (6) 0.9307 (7) 0.4867 (6) View
7 shuyang_jiang 5 10/15/23 0.5754 (7) 0.9010 (9) 0.4940 (3) View
8  tdihl 8 10/11/23 0.5754 (7) 0.9010 (9) 0.4940 (3) View
9  siyuandu 15 10/15/23 0.5724 (8) 0.9406 (6) 0.4803 (10) View
10 LiGuanyu 14 10/13/23 0.5671 (9) 0.9604 (3) 04688 (12) View
11 Ysyl 1 10/17/23 0.5644 (10) 0.9010 (9) 0.4803 (10) View
12 fudaner 2 10/16/23 0.5605 (11) 0.8095 (12) 0.4983 (1) View

Link: https://codalab.lisn.upsaclay.fr/competitions/15669?secret key=77cb8986-d5bd-4009-82f0-7dde2e819ff8



https://codalab.lisn.upsaclay.fr/competitions/15669?secret_key=77cb8986-d5bd-4009-82f0-7dde2e819ff8
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A Recap of the Attack Taxonomy

* Attacker’s knowledge
* Attack timing

— Black-box
— Poisoning attack

— White-box
— Evasion attack

— Gray-box

* Attacker’s goal

* Universality
— Targeted attack

— Individual
— Untargeted attack

— Universal




Data Poisoning is Training Time Attack

- Evasion (Causation) attack

« Test time attack

« Change input example

« Poisoning attack

« Training time attack

« Change classification boundary
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0 A Brief History of Data Poisoning




A Brief History: The Eearliest Work

Kearns and Li.

Learning in the Presence of Malicious Errors

(extended abstract)

Michael Kearns
Harvard University

1 Introduction

We study a practical extension to the Valiant model of
machine learning from examples [V84]: the presence of
errors, possibly maliciously generated by an adversary,
in the sample data. Recent papers have made progress
in the Valiant model by providing algorithms for learn-
ing various classes of functions, by giving evidence for
the intractability of learning other classes, and by de-
veloping general tools and techniques for determining
learnability (see e.g. [BEHWS86], [KLPV87], [R87]).
These results assume an error-free oracle for examples
of the function being learned. In many environments,
however, there is always some chance that an erro-
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Ming Li

Harvard University

generality by making no assumptions on the nature of
the errors that occur. Thus, we study a “worst-case”
model of errors, in which the errors are generated by an
adversary whose goal is to foil the learning algorithm.

The study of learning from examples with malicious
errors was initiated in [V85], where it is assumed that
there is a fixed probability § (0 < 3 < 1) of an error oc-
curing independently on each request for an example,
but the error is of an arbitrary nature — in particu-
lar, it may be chosen by an adversary with unbounded
computational resources, and knowledge of the func-
tion being learned, the probability distribution on the
examples, and the internal state of the learning algo-
rithm.

“Learning in the presence of malicious errors”, SIAM Journal on Computing, 1993



Poisoning Intrusion Detection System

The attack model

Integrity Availability
Create sufficient errors to make sys-
Causative: Targeted || Permit a specific intrusion tem unusable for one person or ser-
vice

Create sufficient errors to make
learner unusable

Find a permitted intrusion from a | Find a set of points misclassified by
small set of possibilities the learner

Indiscriminate || Permit at least one intrusion

Exploratory: Targeted

Indiscriminate || Find a permitted intrusion

Barreno, Marco, et al. “Can machine learning be secure?.” ASIACCS, 2006.




Poisoning Intrusion Detection System

The defense model

Integrity Avazlability
e Regularization e Regularization
Causative: Targeted
e Randomization e Randomization
Indiscriminate e Regularization e Regularization

e Information hiding
Exploratory: Targeted e Information hiding
e Randomization

Indiscriminate e Information hiding

Barreno, Marco, et al. “Can machine learning be secure?.” ASIACCS, 2006.




Subvert Your Spam Filter

Hello,
My name is Nick Coetzee.
| regret to inform you that LeadsTree.org will shut down Friday.

We have now made all our databases available to the public on our website at a one-time fee.

Visit us at LeadsTree.org
Email ID: 708601

fudan.edu.cn ZRESEA,

#3497 xingjunma

T Usenet dictionary attack:
TEHRER A T AR AR BB A A = R A RS H SR AUk - . .
. « Add legitimate words into spam emails

* 1% poisoning can subvert a spam filter
P I P

fudan.edu.cn #m@EM. © 2022

Nelson, Blaine, et al. "Exploiting machine learning to subvert your spam filter." LEET 8.1 (2008): 9.




The Concept of Poisoning Attack

Algorithm 1 Poisoning attack against SVM

Input: D, the training data; Dy, the validation
data; y., the class label of the attack point; xgo), the
initial attack point; ¢, the step size.
Output: z., the final attack point.

1:
2:
3:
4

{a;, b} « learn an SVM on Dy,.

k + 0.

repeat
Re-compute the SVM solution on Dtru{xﬁp ), Ye}
using incremental SVM (e.g., Cauwenberghs &
Poggio, 2001). This step requires {«;, b}.
Compute g—ﬁ on Dy, according to Eq. (10).
Set u to a unit vector aligned with g—ﬁ.
kk+1and 2P « 2PV Lt

until L (mﬁp)) — L (:ng_l)) <€

return: r,. = x&” )

Before attack (7 vs 1) After attack (7 vs 1) classification error
0.4

validation error
= 03ll—~ — testing error

0
5 10 15 20 25 5 10 15 20 25 0 200 400
number of iterations

a single attack data point caused
the classification error to rise from
the initial error rates of 2-5% to
15-20%

Biggio, Nelson and Laskov. "Poisoning attacks against support vector machines."arXiv:1206.6389 (2012).
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Attack Pipeline
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Attack Pipeline

Poisoning
Samples :
l Input
Accuracy drop
. Q. e
Training Data Bad Data ML-based Service

—p Misclassifications

- = y (> \ o+ 3. @ | Sessssssssssssssssss » —
1 EL\.I,) Deployed \
; Backdoor triggering

Training Phase ~ Testing (or Inference) Phase

Liu, Ximeng, et al. "Privacy and security issues in deep learning: A survey." IEEE Access 9 (2020): 4566-4593.




Attack Types

Core idea: how to influence the

—— IR E BT (label poison method)
training process

— TELIRE BT (p-tampering method)

—— $FEZE[8) KT (feature space poisoning method)
BRI E

(data poisoning attack)

—— WEMILBE (bi-level optimization method)

—— BT (generative method)

——— E3bX T (influence-based method)




Label Poisoning

Label Flipping Attack ( “}SEEAL” I

)
'

S

OO Random Labels
O Label Flipping
O Partial Label Flipping

s ww QDM = -

o NERE f(

o E N 4E| - Self-
superviseol
. _ learning?
Incorrect labels break supervised Learning!

Biggio, Nelson and Laskov. "Poisoning attacks against support vector machines."arXiv:1206.6389 (2012).
Zhang and Zhu. "A game-theoretic analysis of label flipping attacks on distributed support vector machines." CISS, 2017.




p-tampering attacks

FoBGE (| "IEERE” BUE)

EEH
RE

A 4

v

induces bias shift

Mahloujifar and Mahmoody. “Blockwise p-tampering attacks on cryptographic primitives, extractors, and learners.” TCC, 059

Mahloujifar, Mahmoody and Mohammed. "Universal multi-party poisoning attacks." /ICML, 2019.
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Feature Space Poisoning

Feature Collision Attack ( “"E=459" IEE)

O A white-box data poisoning method

x, = argmin || f(z,) — f(2,)||> + Bllz, — @sl[5
O Feature flipping, does not change labels

Results of 1099 experiments

NER= -

clean poisoned * %g%ﬂﬁﬁﬁﬁﬂ

e e b SRR
. o MWIALINGHAE

0.000 0.001 0.96 0.98 1.00
misclassification confidence

count (a.u.)

ELER W\ |, BREBIZER &

Shafahi, Ali, et al. “Poison frogs! targeted clean-label poisoning attacks on neural networks.” NeurlPS 2018.




Convex Polytope Attack

min i i

w%w%%ll

OEZEPIE ( "MEEs" WE )

O Improve the transferability to different DNNs

O Sx—AHsSUENE B AEEE—LER

O {2Bn%%

}VW%%
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Zhu, Chen, et al. “Transferable clean-label poisoning attacks on deep neural nets.” ICML 2019.




Convex Polytope Attack vs Feature Collision Attack

BEFSVMAYRHI

Feature Collision Attack Convex Polytope Attack

e o o 7« ISRk Bt
° ° // AR S|
&
O ° ® o . :Eiiﬁél/ B s
4N E /N

Zhu, Chen, et al. “Transferable clean-label poisoning attacks on deep neural nets.” ICML 2019.




Bi-level Optimization Attack

IRSWER—M "MEMAL" : BB=kE , IIGFREFGENIERBR

D, = argmax F(D,,0") = L1(Dy,, ')
s.t. 6 =argminLy(D U D,,0)

O 2— 1 &mA-w=IME ( max-min ) [B]FR
- REPRIME - EIREEUE LEFRE
- SMEPERAM - EEFERUEE FAERE RIS SETE

Mei and Zhu. “Using machine teaching to identify optimal training-set attacks on machine learners.” AAAI 2015.




MetaPoison

One advanced bi-level optimization attack

Training

%

. S

Add 1% poisoned images

Validation

Birds

Validation behavior
is unchanged.

Testing

The target is misclassified!

O HNMSEEETR

O 58#x ( TargetedIitd: )
IOUESE_FRYMEREAZT

O FERREITHESILEER

O oI GHREF RS ety

O A IBERNRE Google Cloud
AutoML API

Huang, W. Ronny, et al. “Metapoison: Practical general-purpose clean-label data poisoning.” NeurlPS 2020.




MetaPoison

A Bi-level Min-Min Optimization Attack

B, =argiiin D, 0" = £l Euilalt)
st. 0 =argminLo(DUD,,0)

O K-step fi{bSRHAS - O FEAmM/MEEFIEER IR RIS INERER
MEZX (' look ahead’ ) , JFE—E

Form = 1,..., M models:
Copy 0 = 0.,
Fork =1,..., K unroll steps®:

01 = 0y — avOEUain(Xc ko) Xy X 90) 6 =0 — aV;Lurain(Xc U Xp,Y;6)

Store adversarial loss L, = Ladv(Tt, Yadv; 5)
02 — 91 — O‘VOACtrain(AXc U Xp7 Y; 91) Advance epoch 6., =0,,—aV, Lirain (X, Y;0m)

X,H_l . XZ IBV r .9 If 0., is at epoch T" + 1: o
P — p X p adv (1' ts Yadvs 2) y Reset 6,, to epoch 0 and reinitialize

Average adversarial losses Loy = 31—, Lon/M
Compute Vx, Laav

Huang, W. Ronny, et al. “Metapoison: Practical general-purpose clean-label data poisoning.” NeurlPS 2020.




MetaPoison

i g j+1 1 gl j+1
6, 0, 0 2] 6 0
e y— - —
/'\ N o) \,‘\> __—""without poison data

Nl N P 0° ~ S N
; e with poison data\A

.l L 0] x &'? \.
\/os
LOW L o0 ' LOW.L a0

LR ER ISR

Huang, W. Ronny, et al. “Metapoison: Practical general-purpose clean-label data poisoning.” NeurlPS 2020.




MetaPoison

1.0 T
—&— ConvNetBN, dog-bird

-4 ConvNetBN, frog-airplane
-®- VGG13, dog-bird

T <@ VvGG13, frog-airplane
~{~ ResNet20, dog-bird

->¢ ResNet20, frog-airplane

Clean Images Poisons Poisons

]_{, Target:
= True Class: Bird
b Poisoned : Dog

AN A &5110.1%HIEHERIANIAZMRSAYASR

o
o]

o
(o)]
1

©
H
1

attack success rate

- FC, ConvNetBN |
- FC, VGG13
- FC, ResNet20

o
N

i N o W - T .
A A TRA

0.0 14
1071

poison budget

Huang, W. Ronny, et al. “Metapoison: Practical general-purpose clean-label data poisoning.” NeurlPS 2020.




Witches® Brew : FE#8

(KIAZEMin-Min WEf{LIa)RR

gléré Ladv (X¢,0(xp))  s.t. 0(xp) = arg min 2 Lirain(X; ,yp, 6).

O Trick : fEERSHESRT , FEEESBIFHES—

N
* 1 ] I %
V@Eadv(xt’ 0 ) ~ N Z VG‘Ltrain (Xp, yp7 0 )

HWEEE : 1L BRI i A [F
HIRE , MESUHABRRBIFEAN

Geiping, Jonas, et al. “Witches® Brew: Industrial Scale Data Poisoning via Gradient Matching.” ICLR 2021.




Witches* Brew : SCIG#EER

Attack ResNet-18 MobileNet-V2 VGG11 Average
Poison Frogs 0% 1% 3% 1.33%
Convex Polytopes 0% 1% 1% 0.67%
Clean-Label Backdoors 0% 1% 2% 1.00%
Hidden-Trigger Backdoors 0% 4% 1% 2.67%
Proposed Attack (K = 1) 45% 36% 8% 29.67%
Proposed Attack (K = 4) 55% 37% 7% 33.00%
Proposed Attack (K = 6, Het.) 49% 38% 35% 40.67%

[K = number of ensembled models.]

Geiping, Jonas, et al. “Witches® Brew: Industrial Scale Data Poisoning via Gradient Matching.” ICLR 2021.




Generative Attack ( 4ER{TTE )

Sample

Real images > \

/ Discriminator ij'}ﬁ,ﬂiﬁﬁng ( GAN ) .

y

SSO|
Jojeuiwiniasiq

5 ] —Rill  TRRIER
£ _o
g — Generator » Sample o ‘??,
» Q
T o
m -
o
Generated Data Discriminator Real Data
) O - FAKE

https://developers.google.com/machine-learning/gan/gan_structure




Autoencoder-based Generative Attack

MIEERISHEE | (EHEESE

L e ¥ . . .
10 15 20 25 5 10 15 20 25 5 10 15 20 25 10 15 20 25
(a) Start from normal data “5” by applying the direct gradient method.

MBEHIERET R | EREREE

- y - i
0 5 10 15 20 25 0 5 10 15 20 25 5 10 15 20 25 10 15 20 25
(b) Start from a uniform dlstrlbutlon sampling by applying the direct gradient method.

0 0 0

5 5 5

10 10

15 ‘ 15

20 20

. . MIEF=RISTFES | (ERERTE

-
25 @ 25 25

0 5 10 15 20 25 0 5 10 15 20 25 0 5 10 15 20 25 15 20 25
(c) Start from normal data “5” by applying the generative method.

0 5 10 15 20 25

Yang, Chaofei, et al. "Generative poisoning attack method against neural networks." arXiv:1703.01340 (2017).




PGAN
O SR ="MM=8 .
D (#3I88) . G(&Emk=R). C(DEK:R)

mgin Igfmgc aV(D,G)+ (1 -a) W(C,G)

O XFHiRRS GAN—FE :

V(D,9) = Eanp.(alv,)llog(l = D(G(2]Yp)))] + Exnp, (x|v,) 10g(D(x[Y)].

O 5ERK (JRinEuE+ERETERK ) -

W(C,G) = - (A Eop. vy [Le(G(@Y))] + (1= ) Exp 0o [cc<x>])

Yang, Chaofei, et al. "Generative poisoning attack method against neural networks." arXiv:1703.01340 (2017).



PGAN

LA HIESFEIR BiRRRSHES

O &% : IEEK (B ) | IEREA
O I56 : [EFE , EEHA
O 06 : U, BUEHR

Yang, Chaofei, et al. "Generative poisoning attack method against neural networks." arXiv:1703.01340 (2017).




I - WA IREEE 7

EEFFTZINEE

I(z) = ~H; ' VoL(fy(2))
st 0= arg min Z L(fo(x),y) N MAREPIRS

(w)y)NZval

O 0 : BEREEAR(xY)EEEIRMEEISE
O Zval ?LLIIE*&}EE
O 7 : Hessiankap&

Koh et al. "Stronger data poisoning attacks break data sanitization defenses." Machine Learning 111.1 (2022): 1-47.
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Data Poisoning Defense

Robust Learning with Trimmed Loss

—— clean sample —-— bad sample
(a) random error labels (b) systematic error labels
L9 start:finetune Lo startifinetune ) D LOSS {Em%y}*¥$
0.8 : 0.8 B —_ N
> : -t > i = E’\J = ﬂ-diizg
Sos I Soe ! O I\—OS_'EIE /;E \ \
> E_ = Tat | =
%04 /’-\\—\.\I\’“M §0.4 ‘v’_,,f-f' - D ltT%?é);iiﬁiLOSS{Eﬁﬂg¢$2|§
0.2 . 0.2 =~ : >
_________ i 5 J:l}l éﬁx
0.0 - 0.0 . \ . —
0 10 20 30 40 50 60 70 80 0 10 20 30 40 50 60 70 80 H *qézlg . .;'ﬁ:'.=|=1: oy }E
number of epochs number of epochs D |':—'.]EJ§ . I]7I<Fn ZR\_‘L\ z. \g
1 (c) GAN with mixed data 1.0 (d) backdoor attzj_c_lf—s_a_mgl_e_s_. I];Tlg)::g QE}EJ?A;E;:FU +W§&}E
/."‘ N = A
0.8 0.8 - . >
- wiavdl ISTILEZ
@ 0.6 @ 0.6 /
5 . 5 4
Y04 3 o 0.4 7k
© -\;/.Ar\-v © /.
0.2 NI, ; 0.2
\~~'/‘-u-/\-—~'/\'\\ /_/
00735 6 § 12 15 18 0-076"5 10 15 20 25 30 35 40
number of epochs number of epochs

Shen, Yanyao, and Sujay Sanghavi. “Learning with bad training data via iterative trimmed loss minimization.” ICML 2019g€



Data Poisoning Defense

Robust Learning with Trimmed Loss

argmin min E L(x,
gess S:|S|=|an] (®,9)
(z,y)eS

O E—/min-minfaJix
+ PIEPEwRIMYE : 1IERR(RlossRUREARFERS
- IMEPERIME - TEFES LIIGRE

Shen, Yanyao, and Sujay Sanghavi. “Learning with bad training data via iterative trimmed loss minimization.” ICML 2019G€



REXTES ( Deep Partition Aggregation , DPA )

PMiaZ : ERFRSESILERIIIER

O FlIEEX D RIS FEE
Po—{teTIht)=i( mod k)}
O ®8NMNFELNG—MEDSESS
filz) == f(F;, )

O ISR
gapa(T, ) = argmaxn.(xz)  n.(x):= [{i € [k]|fi(x) = c}|

C

Levine, Alexander, and Soheil Feizi. “Deep partition aggregation: Provable defense against general poisoning attacks.” (:f,“



g1 %> ( Anti-Backdoor Learning, ABL )

FHIRIEFEPAZUF R

O Training loss on Clean samples (blue)

VS. Poisoned examples (yellow)

. SN
15 20 10 15 20 25 30 0 5 10 15
Epochs Epochs Epochs

0.0 0 5 25 30
(a) BadNets (ASR=100%) (b) Trojan (ASR=100%) (c) Blend (ASR=100%) a == >
. ) - > 2 —e— Clean — - 2 Clean examples Backdoor examples ° Eﬂﬁlo*qlga:TRE EgE| jlﬁﬁ
.0 0
= - > y =g
« BUWHEAREIGAEIR S
005" 5 10 15 20 25 30 00 4 W 50 1“5" 20 o0 5 1 Ep15h 0 25 30
Epochs Epochs ochs Y
. (D Dynamiz (§5R=100%) . ) (e) SIG (ZS‘R=99.46%) . (f) CL (ASR=99.83%) L] %1{13;2': E’\J ?EQE—F B%?E’I‘;&

15 15
Epochs Epochs

10 15 2
Epochs
(g) FC (ASR=88.52%) (h) DFST (ASR=99.76%) (i) LBA (ASR=99.13%)

Li, Yige, et al. “Anti-backdoor learning: Training clean models on poisoned data.” NeurlPS 2021




g1 %> ( Anti-Backdoor Learning, ABL )

FIEEBRRE
B Problem Formulation

L = E(m’y)N,D [f(fg(w), y)] — EE(w,y)NDc [6(]09(23), y)l-l— I\E(m,y)NDb [e(fO (33>7 y)la

clean task backdoor task

B Overview of ABL

B Stage 1: Backdoor Isolation; (0 <t < T;.), t:current epoch; T,: turning epoch

m Stage 2: Backdoor Unlearning. (T,, <t <T) T: total epoch

[ Lo =B [sento(@)y) - 1) - Wfo@).y)]  HO<t<T
ABL ,CGGA — E(w,y)wﬁc [g(fg (ZB), y)] T E(w,y)wﬁb [E(fe(m% y)] if Tte S b T7

LGA: local gradient ascent;  GGA: global gradient ascent

Li, Yige, et al. “Anti-backdoor learning: Training clean models on poisoned data.” NeurlPS 2021
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Unlearnable Examples

BERM EFE

}

REXRERTAL

https://exposing.ai/megaface/




Personal Data Are Used For Training Commercial Models

Dataset collected from the Internet:
1. Without awareness [1].

2. Training commercial models [2].
3. Privacy concerns [3].

[1] Prabhu & Abeba, "Large image datasets: A pyrrhic win for computer vision?." arXiv:2006.76923, 2020.
[2] Hill Kashmir, “The Secretive Company That Might End Privacy as We Know It." NY times, 2020.
[3] Shan, Shawn, et al. "Fawkes: Protecting personal privacy against unauthorized deep learning models.” USENIX Security Symposium, 2020




Unlearnable Examples

dGoal: making data unlearnable (unusable) to machine
learning

Modify Training Images -> Make them Useless

Huang, Hanxun, et al. “Unlearnable examples: Making personal data unexploitable.” ICLR 2021.



Adversarial Noise = Error-maximizing Noise

Adversarial noise can mislead ML models

4+ 0.007 %

“panda” small adversarial “gibbon”
57.7% confidence perturbations 99.3 % confidence

v Adversarial noises are small, imperceptible to human eyes.

Adversarial Examples fool DNN at fest time by maximizing errors.

Szegedy et al. 2013, Goodfellow et al. 2014




NO Error to Learn?

Error-maximizing Noise

Loss function

Model
Image
i l Label
max L(fo(x +8),y)
I8 <
Error- ) T .
Maximizing - Perturbation
Noise Budgets

Adversarial Examples
« Test Time

« Maximizing Errors

Error-minimizing Noise

\ 2 4 ‘b
f(fe(x +8),y)

A T Error-
Minimizing

—>oo§

Noise
Unlearnable Examples
Training Time

« Minimizing Errors

Huang, Hanxun, et al. “Unlearnable examples: Making personal data unexploitable.” ICLR 2021.




Generating Error-Minimizing Noise

BERIMRESI P —ER— W E iR

argminE y,,) min L(fo(x +8),y) s.t.]|8]ll < €
0

A min-min bi-level optimization objective to find error-minimizing noise 8.

Huang, Hanxun, et al. “Unlearnable examples: Making personal data unexploitable.” ICLR 2021.



Sample-wise Noise
S8MEPEE—EBCHIRRS
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Huang, Hanxun, et al. “Unlearnable examples: Making personal data unexploitable.” ICLR 2021.



Class-wise Noise
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Huang, Hanxun, et al.

Unlearnable examples: Making personal data unexploitable.” ICLR 2021.



Experiments

Comparison the effect of different noises on training:

100 Sample-wise Noise 100 Class-wise Noise
%) )
© 80 © 80
Q 3
o -~ Clean o ——— Clean
f 60 Random Noise f 60 Random Noise
8 - Error-Maximizing Noise % - Error-Maximizing Noise
— 40 £ N . — 40 R T )
- ——— Error-Minimizing Noise - —Error-Minimizing Noise
® ®©
2 20 WA AWANA~—— O 20
®) ®)

0 0
0 20 40 60 0 20 40 60
Epochs Epochs

Error-Minimizing noise can create unlearnable examples in both settings.

Huang, Hanxun, et al. “Unlearnable examples: Making personal data unexploitable.” ICLR 2021.
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d Is the noise transferable to other models?
v Yes

d Is the noise transferable to other datasets?
v Yes

d Is the noise robust to data augmentation?
v Yes
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What percentage of the data needs to be unlearnable?

Sample Wise
Class Wise
80
> 60
©
-}
0
(&]
< 40
20
0

0% 20% 40% 60% 80% 100%
Percentage

Unfortunately, it needs 100% training data to be poisoned.




Experiments

How about protecting part of the data or just one class?
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> > 2 0 1 1 0 0 0 3 16 o R o o 1 o 0 o0 2 14
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(a) Sample-wise A (b) Class-wise A, (c) Sample-wise As (d) Class-wise A,

Unlearnable Examples will not contribute to model training.




Protecting Face Images

Small Facial Dataset

Y

Create
Unlearnable
Image

User Facial Data > > Internet

N
p—

) Collect Data \
Cameraimages |2l | Facial Recognition System |<«—for DNN Trainin

0 No more facial recognitions?

< If everyone post unlearnable images.




Figured by MIT Technology Review

'Mg;nology Artificial intelligence / Face recognition
ReVieW Topics Magazine Newsletters Events =—Q

How to stop Al from
recognizing your face in
selfies

A growing number of tools now let you stop facial recognition
systems from training on your personal photos

by Will Douglas Heaven May 5,2021

https://www.technologyreview.com/2021/05/05/1024613/stop-ai-recognizing-your-face-selfies-machine-
learning-facial-recognition-clearview



https://www.technologyreview.com/2021/05/05/1024613/stop-ai-recognizing-your-face-selfies-machine-learning-facial-recognition-clearview
https://www.technologyreview.com/2021/05/05/1024613/stop-ai-recognizing-your-face-selfies-machine-learning-facial-recognition-clearview

Conclusion & Limitations

v A new exciting research problem.
v Unlearnable Examples.
v Error-minimizing noise.

» Limitations to representational learning.

> Limitations to adversarial training (E#ICLR2022/—& LEff#i#: Robust
Unlearnable Examples).

Related works:

Cherepanova et al. "LowKey: Leveraging Adversarial Attacks to Protect Social Media Users from Facial Recognition." ICLR, 2021.
Fowl et al. “Adversarial Examples Make Strong Poisons.” NeurlPS 2021.

Fowl et al. "Preventing unauthorized use of proprietary data: Poisoning for secure dataset release." arXiv:2103.02683
Radiya-Dixit and Tramer. "Data Poisoning Won't Save You From Facial Recognition." arXiv:2106.14851

Shan et al. “Fawkes: Protecting privacy against unauthorized deep learning models.” USENIX Security, 2021
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Unlearnable Clusters

This CVPR paper is the Open Access version, provided by the Computer Vision Foundation.
Except for this watermark, it is identical to the accepted version;
the final published version of the proceedings is available on IEEE Xplore.

Unlearnable Clusters: Towards Label-agnostic Unlearnable Examples

Jiaming Zhang!* Xingjun Ma?>’ Qi Yi! Jitao Sang'*" Yu-Gang Jiang?
Yaowei Wang*  Changsheng Xu3#
'Beijing Jiaotong University 2Fudan University >Chinese Academy of Sciences “Peng Cheng Lab




Protection Against Unknown Labelling
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Existing Approaches

e Error-minimizing noise {2 AYHY
WERIREK TRERIORILRE RIS
“BREBHAEEAE
77 (11,

-;; - {{ « Adversarial Poisoning F| FHIE&
=T BEYFAE 2] X ML R B L=
i S8 IRV AEEEYFE[3],

EMinN AdvPoison

[1] Unlearnable examples: Making personal data unexploitable, ICLR 2021.
[2] Adversarial Examples Are Not Bugs, They Are Features, NeurlPS 2019.
[3] Adversarial examples make strong poisons, NeurlPS 2021.




Universal Adversarial Perturbation (UAP)

_______________________________

|etter LR letter “O” e Universal Adversarial Perturbation (UAP) =35%#%
: MEINEE—EG L2 B FEFEREN—H
. i class-wise perturbation[1].

o EBRAL “BET BRFRAFNENSE, T
Standard Model - AL “Jsz” 1113“1’5[2]

_______________________________

[1] Universal adversarial perturbations, CVPR2017.
[2] ImageNet Pre-training Also Transfers Non-robustness, AAAI2023.




Unlearnable Clusters (UCs)
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K-means Initial
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Disrupting Discrepancy and Uniformity
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Experiments

Table 1. The test accuracy (%) of different target models trained on the unlearnable datasets generated by our UC/UC-CLIP and the 5
baseline methods, under the label-agnostic setting. The top-2 best results are highlighted in bold.

RESNET-18 EFFICIENTNET-B 1 REGNETX-1.6GF
METHODS PETS CARS FLOWERS FOOD SUN397 IMAGENET*| PETS CARS FLOWERS FOOD SUN397 IMAGENET*| PETS CARS FLOWERS FOOD SUN397 IMAGENET*
CLEAN 62.31 67.18 67.18 78.97 43.08 77.76 48.68 72.33 52.46 80.29 42.84 78.04 44.86 63.84 52.69 84.02 43.27 80.78
SYNPER 52.60 53.50 52.74 74.80 38.26 74.69 28.02 58.34 4293 7499 35.92 72.94 3451 4554 47.16 T77.65 37.78 60.38
EMAXN 54.70 52.95 51.70 73.77 37.57 73.82  [33.71 55.64 42.66 T74.40 37.30 73.72  |34.26 43.40 46.25 78.76 37.82 76.72
EMINN 52.96 54.43 50.58 T75.47 38.48 74.20 36.88 54.23 44.06 75.54 37.20 72.20 37.04 39.67 47.34 79.43 36.82 74.86

ADVPOISON 50.86 51.91 50.64 75.07 38.51 73.76 37.99 50.08 41.65 T74.88 36.44 72.54 34.29 46.06 47.41 T78.64 36.42 76.32

DEEPCONFUSE |[53.72 51.11 50.94 73.13 34.41 55.12 35.54 47.15 43.28 7291 35.22 45.74 33.71 41.15 46.01 77.26 33.52 49.88

UC (OURS) 12.21 33.57 35.55 55.29 20.38 54.80 |17.06 13.92 4228 53.45 2297 32.30 4.28 29.46 33.79 64.48 22.28 56.10

UC-CLIP (OURS)|[ 4.69 4.74 10.07 19.07 3.89 39.78 |6.49 1533 14.13 17.44 12.95 31.82 | 387 418 812 26.76 6.04 41.66
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—— UC e random guess

o +— UC-CLIP === clean §50 483 46.88 45 1945.1047.02
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(a) Different labelings  (b) Unsupervised exploitation

Figure 4. (a) The accuracy of ResNet-18 target models trained on
the unlearnable Pets dataset but with its labels were re-labeled by
the hacker into 5 to 35 classes. (b) Comparison of our approach
with the baselines on Pets dataset against ResNet-18 target model
trained via self-supervised SimCLR.




Experiments

Table 3. The test accuracy (%) of ResNet-18 trained using different
defenses against our methods on Pets dataset.

METHODS NO DEFENSE MIXUP GAUSSIAN CutMmix CuTouT

UcC 12.21 14.34 24.26 14.50 12.35
UC-CLIP 4.69 11.96 18.59 6.21 12.29

Dataset:37-class Pets

Table 1. Test accuracy (%) of AT against different protections.

]Clean SynPer EMaxN EMinN AdvPoison DeepConfuse UC UC-CLIP
p=1]5880 4588 45.25 43.62 43.48 45.20 2223 14.04 Dataset:37-class Pets
p=2158.01 48.08 44.08 45.22 42.06 42.94 2258 16.84
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Linear Separability

Class-wise perturbations
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Quantifying Linear Separability

Model: Linear model and Two-layer Neural Network

Input x: perturbation

Label y: corresponding label of perturbed image

Algorithm Linear Model Two-layer NN
Clean Data 49.9 70.1
DeepConfuse [Feng et al.| 2019]] 100.0 100.0
NTGA [Yuan and Wu, 2021] 100.0 100.0
Error-minimizing [Huang et al.; 2021]] 100.0 100.0
Error-maximizing [Fowl et al., 2021b|] 91.5 99.9

Availability Attacks Create Shortcuts. Yu, Da et al. , KDD 2022.



Linearly Separable Perturbations

* Goal: to show simple linear separability is enough for poisoning.

e Synthetic noise (SN):

horse

Greer

Red

cat

Greer

Red

Availability Attacks Create Shortcuts. Yu, Da et al. , KDD 2022.



Linearly Separable Perturbations

Algorithm Test Accuracy (in %)
No Perturbation 94.69
TensorClog qShcn etal.,2019] 48.07
Alignment [{F@Eﬂ 2L0_2_l;] 56.65
DeepConfuse [Feng et al.J. 2019“ 28.77
NTGA [Yuan and Wul 2021] 33.29
Error-minimizing [Huang et al., 2021} 19.93
Error-maximizing [Fowl et alr., 32021b] 6.25
Synthetic Perturbations 13.54

Synthetic noise work the same

Availability Attacks Create Shortcuts. Yu, Da et al. , KDD 2022.



The Problem of Transferability

* Lack of transferability
* Training-wise transferability: comprehensive protection

e Supervised model

feature extractor linear |—— Cross-Entropy

e Unsupervised model

feature extractor linear |—— Unsupervised loss




Problems of Previous Method

* Lack of Training-wise transferability

wclean m EMN = UCL

noea 958 929 90.0 89.8

80.0% -
60.0% -

47.8

40.0% -

200% 4 14.7

0.0% - ,
supervised learning unsuperivsed learning

Indiscriminate poisoning attacks on unsupervised contrastive learning. arXiv:2202.



Problems of Previous Method

* Lack of Data-wise transferability

(a) original corrcspondmg (b) intra-class swap (c) inter-class swap

Figure 3: Original one-to-one correspondence and two swapping methods.

Table 2: Comparison of supervised unlearnable
examples on target and non-target samples.

CIFAR10 CIFAR100
EMN SN EMN SN

Original 1588 14.07 6.59 2.13
Intra-class swap 30.74 13.59 21.63 244
Inter-class swap 30.15 13.15 3550 2.73

Corresponding

Indiscriminate poisoning attacks on unsupervised contrastive learning. arXiv:2202.




Class-wise Separability Discriminant (CSD)

DeepConfuse Error-minimizing Noise
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Class-wise Separability Discriminant (CSD)

DeepConfuse Error-minimizing Noise
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Transferable Unlearnable Examples (TUES)

* TUE

min o Hrglﬁn< }Z Lor(f(0, Ty(; + 85)), (6, To(i + 8:))) + Alcsp ({0, ¥itiny),
% lloo=€r =1

e Alternative solution

51500 i, £ (01 o) 01 )

<
S2 : 52@ = {aﬁlg ﬂnil’l}ECL (£(69, Ty (z; + 6:)), F(69), To(z; + &;))) + ALosp ({6, vi }ry) -
\ (SZ 62 ooSe




Interpolation for data-wise transferability

* Difference between target datasets and non-target datasets

* Different number of samples in one class
* Different number of classes

Dataset Num of Class | Sample in each class
CIFAR10 10 5000
CIFAR100 100 500

SVHN 10 4000~7000

* More samples in one class:
0r, = ad; + (1 — o)d;, where y; = y;

* More classes:

= ad; + (1 — a)d;, where y; # y;




Interpolation for data-wise transferability

* Visualization:

FJ

-
| o >
L -1
"i":_,.iﬂ

*

-

(a) TUE perturbation for 3 classes in
CIFAR-10

(b) Interpolation within classes

(c) Interpolation between classes

Source perturbations

Interpolation

Interpolation

(1 - a)§;

within classes

BT AR R
RS

Interpolation

between classes




Experiments

* Training-wise transferability

Dataset Backbone  Evaluation Clean EMN SN UCL TUE
SimCLR Supervised 93.79 14.74 19.23 92.86 10.67

Unsupervised  90.04 89.79 88.93 47.78 52.38

CIFAR-10 MoCo Supervised 93.79 14.74 19.23 92.62 10.06
Unsupervised  89.90 89.18 89.32 44.24 63.38

SimSiam Supervised 93.79 14.74 19.23 93.50 10.03

Unsupervised  90.59 91.43 91.54 30.43 35.57

SimCLR Supervised 74.49 5.23 2.13 72.17 0.76

Unsupervised  63.68 62.00 62.31 16.68 19.51

CIFAR-100 MoC Supervised 74.49 5.23 2.13 71.59 1.09
O%0 Unsupervised 63.03  60.62 61.81 1874  23.60

SimSiam Supervised 74.49 5.23 2.13 71.84 1.21

Unsupervised  64.69 65.96 66.83 4.64 6.17




Experiments

e Data-wise transferability

Table 5: Test accuracy (%) with different correpondings
between train data and perturbations.

Dataset Methods Original ~ Intra  Inter Table 6: Test accuracy (%) of transferring the perturba-
CIFAR-10 EMN 1588 3074 3391 tion generated on CIFAR-10 to different datasets.
SN 14.07 1359 1315
TUE (SimCLR) 1067  10.16 10.90 SVHN-small CIFAR-100 SVHN
TUE (MoCo)  10.06  12.04 8.57 EMN 27.59 21.80 24.72
TUE (SimSiam) ~ 10.03 1025 10.47 SN 9.58 9.35 7.77
TUE (SimCLR) 9. 77 10.53 11.72
SN 213 244 273 TUE (SimSiam) 10.28 5.10 12.93
TUE (S1imCLR) 0.76 1.11 1.13

TUE (MoCo) 1.09 1:25 3.63
TUE (SimSiam) 1.21 1.28 1.08
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